State of Nebraska VPN Request Form

The State of Nebraska provides remote access to approved users. As background, the new VPN works differently than the old VPN1.NE.GOV. It resides on a Microsoft Internet Security Accelerator Server appliance. It is designed to provide greater granularity when accessing the State Network. Access can be limited, for example, to specific IP addresses, subnets, ports or even applications. The goal is to provide a more secure connection to the State network.
State of Nebraska employees will not be charged a monthly fee to use the VPN. The employees Agency can be charged setup time depending on the complexity involved in setup. Time and Materials apply to troubleshooting VPN problems. Agencies sponsoring Contractors or Vendors will pay a monthly charge for each VPN account. Those accounts will be managed by OCIO. 
Any computer attaching to the State of Nebraska Network must have an active Anti-Virus client with up‑to-date virus signatures and up-to-date Microsoft Updates. This includes the Operating System as well as Program Updates as MS Office.
Your Supervisor must approve the VPN access request. Fill out this form and forward to your Supervisor to sign off and return it to the OCIO Help Desk. OCIO must receive the VPN request form from your Supervisor.
For clarification or assistance filling out this form, please contact the OCIO Help Desk 471-4636
Agency Information
[bookmark: Text1]Agency requesting VPN	     
Agency Representative making this request	     
Agency Representative telephone	     
Agency Representative approving request	     
[bookmark: Text27]Job code\billing number if VPN is for Vendor\Contractor	     	     
Employee Information
Individual receiving VPN
[bookmark: Check3][bookmark: Check4]	Employee	|_|	Vendor\Contractor	|_|
Name	     
Email Address	     
Telephone 	     
Additional Vendor Info: (This section completed for Vendor\Contractor requests only!)
[bookmark: Text28]	Business Name	     
[bookmark: Text30]	Address	     
[bookmark: Text32]	PO Box	     
[bookmark: Text29]	City	     
[bookmark: Text8]	State	     
[bookmark: Text31]	Zip	     
Access Requested
Only fill out the information that applies to the way you use the VPN
Specify IP address(es), subnet(s), program(s), port(s)
[bookmark: Check1][bookmark: Check2]Employee will use RDP[footnoteRef:1]	Yes	|_|	No	|_| [1:  In order for RDP to work, the user must be a member of the workstations Remote Desktop Users Group or the workstations local Administrator group. In addition the workstation must be set to allow remote access. The workstation‘s network adapter should be set to static or have a DHCP reservation.] 

[bookmark: Check5][bookmark: Check6]	Computer Type:	Laptop	|_|	Desktop	|_|
[bookmark: Text20]	Workstation name (see below):	     
[bookmark: Text21][bookmark: Text22][bookmark: Text23][bookmark: Text24]	Workstation IP address (see below):	   .   .   .   
If you ONLY\ALWAYS RDP to your desktop. You do not need to supply any further information
If you have a laptop, RDP to servers or other workstations (in lieu of attaching to your workstation), include destination information below
[bookmark: Text25]	Subnet(s):	   .   .   .   -  
	   .   .   .   -  
	   .   .   .   -  
	Server\additional workstation addresses:	   .   .   .   
	   .   .   .   
	   .   .   .   
	   .   .   .   
	   .   .   .   
[bookmark: Text18]	Program(s):	     
[bookmark: Text19]	Other:	     
	     
To determine the workstation fully qualified name: 
· Click Start > click Control Panel
· In Control Panel double click System
· Go to the Computer Name tab. The fully qualified name is next to Full computer name
To determine the workstation IP address: 
· Click Start > type cmd in the Run box > press enter or click OK
· In the cmd window, type IPCONFIG and press enter 
· Under Ethernet adapter Local Area Connection, the IP Address is listed next to IPv4 Address
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